
 
 
 

Re turn Mail Processing
P   Box 589
C  aysburg, PA 16625-0589

January 9, 2020
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SAMPLE A SAMPLE - INDIVIDUAL
123 ANY ST
ANYTOWN, US 12345-6789

Re: Notice of Data Breach

Dear Sample A Sample:

Treloar & Heisel (“Treloar”) recently discovered an incident that may affect the security of your personal 
information.  We write to provide you with information about the incident, steps we are taking in response, and 
steps you can take to better protect against the possibility of identity theft and fraud, should you feel it is 
appropriate to do so. We take this incident seriously and are providing you with information and access to 
resources so that you can protect your personal information, should you feel it is appropriate to do so.

What Happened?  In May, 2019, a Treloar employee’s laptop was stolen from their car.  Treloar immediately
began an investigation to confirm the security of the laptop and to determine the nature and scope of the event.
Further, Treloar immediately took steps to secure the information accessible on the laptop, including changing the 
employee’s password to email and other cloud-based storage systems.

hat Information Was Involved?  The laptop was primarily used to access cloud-based storage and email.
hile Treloar has no evidence of any unauthorized access to the Treloar employee’s email account and other

ocuments that may have been accessed by the employee from the laptop, we cannot completely rule out that a
imited set of data may have been stored locally.  In an abundance of caution, Treloar reviewed those materials
hat might have been saved locally to identify any potential personal information that may have been accessible
n the laptop.  Treloar has no evidence of actual or attempted misuse of your information, and is providing
otice out of an abundance of caution. On or about October 29, 2019, after a thorough review process, Treloar
etermined that your information was potentially accessible to an unauthorized actor.  Treloar determined the
ollowing information related to you may have been viewed without authorization: Exposed Element 1, Exposed
lement 2, Exposed Element 3, Exposed Element 4 and Exposed Element 5.

hat We Are Doing.  We take this incident and the security of your personal information seriously.  Treloar 
dentified and mitigated the issue by changing the employee’s passwords immediately after the laptop was 
tolen to prevent any access to email or cloud storage by an unauthorized actor.  We are also taking additional 
ctions to enhance the security policies and procedures utilized by our employees regarding storage of data and
aptop usage.

hat You Can Do.  We encourage you to remain vigilant against incidents of identity theft and fraud, to 
eview your account statements, and to monitor your credit reports for suspicious activity.  Please review the
nclosed “Steps You Can Take to Protect Your Information” For additional guidance.
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